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obe3zonacutb CBOU OQUHAHCHI

1. BBepeHue

B coBpeMeHHOM Mupe BCce 6onbwe nwpend CcTankupawTca ¢ npobnemon
MOlWEeHHNn4YecTBa, 0CobeHHO B chepe OUHAHCOB. B 3TOM CTaTbe Ml
PaCcCMOTPUM HECKOJIbKO BaXHbIX WaroB, KOTOpble MOMOryT BaM
obe3zonacuTb CBOM O¢GUHaAHCB W u3bexaTb nonagaHua B PYKHU
MOWEHHUKOB .

2. Co3paHue HapexHbIX naposemu

MepBbM U CaMbiM BaXHbIM WAroM B 3aWwuTe Bawux (UMHAHCOB SABASETCH
CO3[laHMe HaOeXHbIX naponen [Nna BCeX CBOUX OHMIAWH-aKKaYHTOB.
Ncnonb3ynte KoMbuHauuw OYKB, uUMOP M CneunanbHbIX CUMBOJIOB, a
Takxe u3berante o4YeBUOHLIX Maponen, TakKUX Kak «123456» unwu
«password». Takxe BaXHO MCNOJIb30BaTb YHWKaSIbHbIE Naponun pns
KaXporo akkayHTa, 4Tobbl B cny4vyae B3/ilOMa OQHOrMO0 aKKayHTa,
oCTallbHble oCTaBanincCb B 0e30MacHOCTH.

3. OCTOPOXHOCTb nNpPU UCNONb30BaHUMU
obuectBeHHbiXx Wi-Fi ceTem

ObwectBeHHble Wi-Fi cetm Moryt O6biTb ygobHbIMM, HO OHM TaKxe
MOryT ObiTb OMacHbIMM pOnNd Bawen ¢uHaHcoBOM Oe30NaCHOCTH.
N3berante BBOO@ NUYHOW MHPOPMaLMM, TaKOW KaK MaponuM WIM HoMepa
KPpeOouTHbIX KapT, Npu nopgknwyeHun K obwecTBeHHbM Wi-Fi ceTam.
Ecnn BaM HeobOXxoOuMMO CoOBepwuTb QUHAHCOBYKW oOMepauui Wian BBECTHU
JIMYHbIE [aHHble, fydle UCNoNb30BaTb COOCTBEHHOE 3allMweHHoe
nogKAwYeHne unnm MobusbHble [OaHHbIE.

4. BHuUMATeNnbHOCTb K NOOQO3PUTENbHbBIM
cooOuweHussM U 3BOHKaM
MOWEeHHUKN MOTyT MCNOSMIb30BaTb pPa3fiMyHble Cnocobbl, 4YTOObL MOMY4YNTb

poctyn K BalWuM (I)VIHaHCOBbIM OAaHHBLIM, BKJIlO4YadaA NOOO3PUTEJIbHbIE
cooOWweHna n 3BOHKMU. Eyane OCTOPOXHbI N HE OTKprBalZTe BJTIOXEHUSA



MANM  CCbIMKM B MNOOAO3PUTENbHbLIX coobweHnMax. Hukorpa He
npenocTaBnanTe NNYHYI0 MHOOPMALMK WKW [OaHHble O CBOUX ¢MHAHCaX
no TtenedoHy, €Cnu Bbl HE yBEpPEeHbl B MOASIMHHOCTM 3BOHKa. B cnyvae
COMHEHUU, nNy4we cBA3aTbCA C OAHKOM WUAM OpraHuM3auunen HanpaMmyio,
ncnonb3ys opuuManbHble KOHTAKTHI.

5. PerynsspHbii MOHUTOPUHI (GUHAHCOBLIX
onepauumn

OguH n3 camblX 3PHPeKTUBHLIX CMOCOOOB 3aWMTUTbL CBOU QUHAHCHI — ITO
PerynapHbili MOHUTOPUHI BCexX OUHAHCOBLIX onepauunn. [lpoBepsanTe
cBOM 6GaHKOBCKME BBLIMUCKM W KpeauTHble oT4yeTbl, 4T0obbl OOHapyXuTb
niobble Nnopgo3puTenbHble TpPaH3aKUUW WM aKTUBHOCTWM. Ecnu Bl
3aMeTUuTe 4YTo-TO CTpaHHOEe, HEeMeOsIeHHO CBSAXUTeCb C OaHKOM wu
KPEAUTHbIM yypexaeHneMm, 4Tobbl NPUMHATL HEeoOXOOUMble Mepbl.

6. Wcnonb3oBaHWe Ha@eXHbIX AHTUBUPYCHbIX
nporpamm

YCcTaHOBKa HaOeXHOro aHTUBUPYCHOro NporpamMMHoro obecneyeHus Ha
Balle YCTPOMCTBO Takxe MNOMOXET 3aWuTUTb BalWlK QGUHAHCH OT
MolWleHHN4YecTBa. AHTUBMpPYCHas nporpamMma OypeT CKaHUpoBaTb Balle
YCTPOWCTBO Ha HanMyMe BPEOOHOCHBIX MPOrpaMM U MpepynpexpaTtb Bac
O BO3MOXHbIX yrpo3ax. PerynsapHo 06HOBNAWTE CBOW aHTUBUPYCHYIO
nporpamMMmy, 4To06bl ObITb 3alMUEHHBIM OT HOBbIX BMOOB MOWEHHUYECTBA.

7. 3aKnwo4yeHue

ObecneyeHne 6He3onacHOCTU Bawux GUHAHCOB — OTO BaxHaa 3afgada,
KoTopas TpebyeT BHMMaHuMA U NpenocToOpoXHoCcTu. Cnepoynte 3TuM
waraM, 4ToOb 3aWMTUTb CBOM O(GWHAHCHL OT MOWEHHUYECTBaA MU
COXPaHUTb CBOW (WUHAHCOBYW CTabOMNBHOCTL.



